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Introduction

SpectralLiveServer application use DCOM to communicate over a network.

When Windows XP with Service Pack 2 is installed with its default configuration settings,
OPC communication will cease to work.

This paper describes the settings necessary to establish a correct communication between
SpectraLiveClient and SpectraLiveServer.

1 Windows Firewall

The Windows Firewall allows traffic across the network interface when initiated locally, but
stops any incoming traffic.

This firewall is exception based, meaning that the administrator can specify applications and
ports that are exceptions to the rule and respond to unsolicited request.

The firewall exceptions can be specified at two main levels, the application level and the port
and protocol level. The application level is where you specify which applications are able to
respond to unsolicited requests and the port and protocol level where you can specify the
firewall to allow or deny traffic on a specific port for either TCP and UDP traffic. To make any
OPC client/server application to work via DCOM, changes need to be made on both levels.

2 SpectraLiveServer Registration

e Run for first time the SpectralLiveServer application.
e Entry in “Design” Mode!

x
Mode |DESIGN [ —

Pazzword: I“”“

J Select DESIGN mode
1

OFK. the DESIGN mode. Default
password is “VMI”

e Entry in “Design” Mode and from Main Menu->Setttings click on "OPC Server” menu
line.

k&5 Spectralive

Filz | Settings Design Made Help

1 =3 Set password G g
B & Commurnication @

. A password is required to entry in
Cancel I\

T & set printer - Click on Settings on the Main
@ Syncronize menu bar.
i3 Database cannection Click on “OPC Server” menu line.
@ Scheduler

@ Prestored spectra setup. ..
; Logging setup. ..

CIPCServer
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The following attention message will appear:

Register OPC Server

QPC Server is not regiskered,

! '_.J IF wou will press YES the OPC Server Facil
activake, You must restart the appb
Select your choice:

Click on Yes if you want to
create a new server.

If you select "Yes" now the
existing server connection will
be erased.

Click on “No” if you want to keep
the existing server.

The OPC Server option will be enabled and the “SpectraLiveOPC” server will be automatically
registered into the operation system. The application will be closed down.

Note. Once registered, the “SpectraLive OPC” will remain active. Do not use the

command again, because this action will un-register the “SpectraLiveOPC” server.
Do this only if you intend to move the “SpectraLiveOPC” to another computer.
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3 Configuring the Firewall

By default the Windows firewall is set to “On”. This setting is recommended by Microsoft and
by OPC to give your machine the highest possible protection.

%= Windows Firewall

General | E:-cc:etionsl Advanced

“windows Firewall helps protect vour computer by preventing unauthorized users
from gaining access to your computer through the Internet or a network,.

General  Exceptions | Advanced I

Add a Program

Ta allow communications with a program by adding it to the Exceptions list.
zelect the program, or click Browse to search for one that iz not listed.

Programs:

[l Adobe Photoshop Album 2.0 Starter E dition

@ America Online

@ AP T et Wiewwer

%Application Perfarmance Explarer
Automation Manager

% Backup Restars Utility

\I . .
‘\‘ Click Exceptions.

‘Windows Firewall is blocking incoming network. connections, except for the
programs and services selected below. Adding exceptions allows some programs
to work, better but might increasze your security rigk.

L~

Programs and Services:

Name |

In this list we have to add the following
programs or services:

SpectralLiveServer

Microsoft Management Console (mmc)
OpcEnum

DCOM

i |

[ File and Frinter Sharing
Femate Assistance

[ Remate Desktop

[ UPKP Framewark

Add Program... |

Edt. | Defe |

/ Click Add Program.
—/‘

EJ
:I_—'l

Try to find SpectraLiveServer
in the list or use the Browse
button.

€% Bilminder [T 2l x|
[&] BO0TP-DH N : ;
=l Browse Der Look jn: Ilf) SpectraliveServer j o ? Ev
DataObject | 2)Help Workshop
T 100N
Y | MANUALS
Paih I_ |C3)SALAYRE 11 TULIE
|2 SALVARE 16MAT
Spectralives
ST Search for and select the
Lhange scope.. SpectralLiveServer.exe in the
W onli SpectraLiveServer directory and
click on the Open button.
My Computer
File name: ISpectlaLiveSewer. ene j Open I
Files of tupe: |Applications [ eme:" com;:" icd) j Cancel /l
5
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Add a Program

To allow commurications with a program by adding it to the Exceptions list,
zelect the program, or click Browse to zearch for one that iz not listed.

Programs:

X

Now the SpectraLiveServer.exe is
available in the list. Select this
program and click on the Ok button.

@ RecordM owl

Reméuto Connection Manager
_‘:E‘] Reset Activation - 32 Bit

S ROT Viewer

S RS Lin

% R5Line Launch Contral Fanel
2 Serial Config Utility

%) Service Manager

B Software Setup

8] S olitaire

hﬁ SpectraliveServer exe

[

—

Path: IE: WSpectraliveServertSpectraliveServer. exe

ok |

LChange scope... |

Cancel |

% Windows Firewall

General  Exceptions |Advanced|

Windows Firewall is blocking incoming network. connections, except for the
programs and services selected below, Adding exceptions allows some programs
to work. better but might increase your securnity risk.

Programs and Services:

Marne

Check that OpcEnum.exe and
Microsoft Management Console.exe
(mmc.exe) exists in the list, otherwise
add this program in the same way as
described above.

Look for the files in
C:\Windows\System32\

DCOM
[ File and Printer Sharing

OpcEnum.exe
Femote Assistance

[0 Remate Desktop
SpectraliveServerexe
[ UPrP Framework.

Add Program...

MRdd ot

Edt.. Dete |

| Display a notification when windows Firewall blocks a program

What are the rigks of allowing exceptions?

Check that DCOM exists in the list if
not click on the Add Port button
and follow the instructions below.

Ok | Cancel

Note: Only EXE files are added to the exception list.
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Edit a Port |

|Jze theze settings to open a port through Windows Firewall. Tao find the part

rurmber and protocol, consult the documentation for the program ar zervice you ) Write DCOM here.
waht to use. — —1

/

Mame: IDEDM — Q Write 135 here.
—

Fort number; I'| 25

f+ TCP = UDP
Ww'hat are the risks of DDEN\I Select TCP here and click on
Change scope. . | ]y I Cancel | the OK button

The final screen must include following files and they must be ticked:

™= Windows Firewall ﬂ

General  Exceptions | Advanced I

YWindows Firewall iz turned off. Y'our computer iz at risk of attacks and intruzsions

from outzide zources such az the Intermet. “We recommend that pou click the
General tab and zelect On.

Programs and Services:

M ame |ﬂ

DCOm

File and Printer Sharing
ticrozoft b anagement Congole
OpcEnum.exe

Remate Azsistance
Spectraliveserver. exe

Add Part.. Edit.. Delete |

¥ Display a notification when *indows Firewall blocks a program

"Wwhat are the nzks of allowing excephions?

k. Cancel
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4 Configuring DCOM

Follow these steps to configure DCOM for OPC Communication using Windows XP Service

Pack 2:

1. GotoStart -> Run andtype DCOMCnfg and click OK.

- Tywpe the name of a program, Folder, document, or
Internet resource, and Windows will open it for wo

2l x|

Write dcomcnfg here and
then click on the OK button.

Qpen: I deomenfy —

o]

Cancel | Browse. .. |

=l

2. Click on Component Services under the Console Root to expand it.
3. Click on Computers under Component Services to expand it.

4. Right click on My Computer in the pane on the right and select Properties

:i'_,-:E_Z"EumpunenI: Services

(B Fle Action  Wiew

Siindaw

Help

~=lo| x|
JEETE

e~ @@ X =3 [@ D]k

(1 Console Rook

E@ Component Services
| 43 Computers
@ My Camputer
% Event iewer (Local)

(- B Services (Local)

Computers

My Computer
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5. GotoDefault Properties tab and do the following:

21| Make sure that function is
Defaul Protocols | MSDTC | COMSecuiy | activated.

General I Options Default Properties ———

W {Enable Distributed COM on this computer

™ Enable COM Internet Services on thiz computer
— Default Distributed COM Communication Properties————————————————— Select N one here .

The Authentication Level specifies security at the packet level. /‘
Default Authentication Level /5
[

Maore

1\

Select Identify here click on
The imperzonation level specifies whether applications can determine
who iz calling them, and whether the application can da operations the A p p I y butto n.

uzing the client's identity.

Default Impersonation Level: - /

[1dertity 5 — T

Security for reference tracking can be provided if authentication iz used
and that the default impersonation level is not anonymous.

™| Eravide additional security for reference tracking

0K I Cancel Apply

6. Goto COM Security tab and note that there are four permissions to be configured. All of these
must be edited:
- Access Permissions — Edit Limits
- Access Permissions — Edit Default
- Launch and Activation Permission — Edit Limits
- Launch and Activation Permission — Edit Default

My Computer Properties 2=l

General | Options | Default Froperties |
Default Protocols | MSDTC COM Security

Access Pemissions

‘You may edit who is allowed default access to applications. You may A Click on the Edit Limits button.
— 1

alzo et limitz on applications that determine their own permizsions. |

|\

Edit Limits. .

 Launch and Activation Pearmizzion:

Yoau may edit whao iz allowed by default to launch applications or
activate objects. You may alzo et limitz on applications that

determing their awn permizsions. ote
Edit Limits... Edit Default... Do not forget to 0
Apply button ea e Vo
O save VO anae
=
Ok, Cancel Al
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7. Click on Edit Limits in the Access Permissions part.

Securty Limits |

Giroup or user names: Both ANONYMOUS LOGON
AMOMYMOUS LOGOM and Everyone must be
€7 Everyone ______ configured as in the picture.

If “ANONYMOUS LOGON?” or
“Everyone” doesn't exist in the

y Add. | Bemove | list click on Add.
Permizsions for AMOMNYMOUS
LOGON Allow Deny
Local Access |
Remote Access 0 | Tick the squares to allow both

Local and Remote Access,
then click on the OK button.

Repeat this process for
Everyone.

s I Cahcel |

8. If“ANONYMOUS LOGON" and “Everyone” exist in the list go directly to step 10.

© 2006 VMI AB SWEDEN 11
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9.
Select Users or Groups
Select this object type:
. IUsers, Groupsz, or Built-in zecurity principalz
Click on the

From thiz location:

Advaced button.

IMICU

Enter the object names to select (examples):

Advanced.. |
Select Users or Groups

Select this object ype:

Dhiject Types...

| if

2|

Locations...

Chesk Mames

IUserS, Groups. or Built-in security principals

From this location:

|MICU

Commat B ueries |

and

Idiame;

IStarts with j I

Lolumns. . |
app

=

Dezcription: IStarts withj I

I™ | Digabled accounts
™| bior expiting passwornd

Ways sinee last [ogom: I - l

Mame (RDM] | InFolder

Select the item you

.

] I Cancel |
A
21X
Object Types. .. |
Locations... | C“Ck on the

Find Now button

a list will
ear.

i

Stop

Select Users or Groups

Select thiz object tppe:

IUSEIS, Groups, or Built-in security principals

From thiz location:

Object Types. . |

IMIEU

Common Queries I

Locations.... |

[diame:

IStalts with j I

ezcription: ISta[ts withj I

I™ | Disabledlaceaunts
™| W on expiring passvond

Days since [ast logom; I 'I

Stop

& | f

2]

[Ealtmms... |

. Ok | Caticel |

want from the list and

. Name [RON] | Ir Folder [ -
CI'Ck on the € Administrator
OK button — 2\ €7 Admiristratars

ﬁAulhenlicated...

Repeat this process for gmﬁ —
each new user group €T F venine

you want to add.

Now you will have the
selected user group in
this window.

Click on the OK button.

© 2006 VMI AB SWEDEN

Select thiz object type:

IUsers, Groups, or Buil-in security principals

Fram thiz location:

Object Types...

L

IMIEU

Enter the object names to select [examples):

Locationg...

AMOMYMOUS LOGOM

LCheck Mames

FEE

oK | Cancel |

2
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10. Click on Edit Default in the Access Permissions part.

Default Securty |

Both ANONYMOUS LOGON

Group ar user names: ’/ and Everyone must be
gﬁNDNYMDUS LOGON : configured as in the picture.
%iiéiw If “ANONYMOUS LOGON” or

“Everyone” doesn’t exist in the
list click on Add and follow the

add. | Bemove | steps described above.
Permizzions for Everpone Aillow Deny
Local Access O

4 Tick the squares to allow both

Remote Access %
_ Local and Remote Access,

then click on the OK button.

Repeat this process for
Everyone.

0K I Cancel

11. Click on Edit Limits in the Launch and Activation Permission part.

Security Limits |
(GrOup OF USer names; Everyone must be ConfigurEd
€% 4dninistrators (TESTOPC\Administrators) - as in the picture.
ﬁ - -
If “Everyone” doesn’t exist in
the list click on Add and follow
the steps described above.
Add.. | Bemove |
Permizzions for Everyone Al Dy
Local Launch .
Fremote Launch %‘g Tick all the squares to allow
Local Activation O both Local and Remote
Remate Activation O Launch and Local and Remote
Activation then click on the OK
button.
ak. I Cancel
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12.

Default Security |

Group or uger namesz:

Administratars [TESTOPChAdministrators)
m Ewemone
€5 INTERACTIVE

€8 55 TEM y /‘ the steps described above.

agd.. | v |

Permizsions for Administrators Al Derny

Local Launch
Remote Launch
Local Activation

HEREA
000

Remote Activatian

Everyone must be configured
as in the picture.

If “Everyone” doesn't exist in
the list click on Add and follow

(] I Cahcel |

13 21
General I Options I Default Properties |
Default Piotocols | MSDTC COM Security

| Tick all the squares to allow

both Local and Remote
Launch and Local and Remote
Activation then click on the OK
button.

— Accezs Permizzion:

You may edit who iz allowed default access to applications. v'ou may
alzo et limitz on applications that determine their own permissions.

Edit Lirnits...

r Launch and Activation Permissions

ou may edit who i allowed by default to launch applications or
activate objects. 'ou may also set limits on applications that
determine their own permizsions.

When you have finished the
settings do not forget to click
on the Apply button before
leaving this window otherwise

Edit Limitz... Edit Default... . .
the settings might not be
saved.
Click then on the OK button.
/‘
0K Cancel Apply
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14. From MyComputer->DCOM Config tree select the “SpectraLiveOPC” item and right-click to
select Properties.

Component Services ;|g|5|
(B Fle  Action  View Window  Help ‘ =181l
e = | %

EI@ Component Services & || DCOM Corfig 200 object(s)
EH:' Computers e Iarme | Application 1D il
E"’% gi%mﬁt:r it &y chowHelp {430309C6-F991-4893-B3C0-3C0BCFI92FF L
e @ sopsrvx {03B97043-09A3-4DB6-9ES3-ES4F 7SBSCDE1

EI a DCOM Config
'CUIExternal Class
1403-M5C
Accstore Class

QSDund Recorder 40002001 -0000-0000-C000- DDDDDDDDDD46}

; |
@sqldhreg {3102?591 DDCC-1100-9386-0040C9034910

o[- Adobe Acrobat Document @
m— all

Symantec.Commo,.. {32FE7EA3-ADZ21-43FF-9F1A-657ESE0 13399} I

Ceamml LI IMNCINE2A ~OAC ASNE ADCC |:1nnch.i|:n*'.\l:':\1

1

15.
Genersl | anationl Securit_l,ll Endpnintsl Identit_l,ll
r— General properties of thiz DCOM application
Application Mame: SpectraliveOPC
Application 10: {D45124B8-2444-4774-B356-FFB7IEEFBBE 5}

Application Type: Local Server

Local Patk:

Authentication Level:|(IESESSN ~ 1

Select None and press the
Apply button.

Don't forget to press the Apply
button, when you have make

changes

Ok, I Cancel

Apply T

© 2006 VMI AB SWEDEN
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16. On Location tab verify if the Run application on this computer check box is checked.

SpectraliveOPLC Properkties

General Location | Securityl Endpointsl Identit}ll

The follawing settings allovs DCOM tao locate the corect computer far this
application. IF you make mare than one selection, then DCOM uses the first
applicable one. Client applications may overide pour selections.

[ Fun application on the computer where the data iz located.:

[¥ Run application on this computer.

[ Run application on the following computer:

I Browsze... |

2]

— Tick the square for Run

application on this computer
then click on the Apply button.

QK I Cancel Apply

17. On Security tab on both Launch and Activation Permissions and Access Permission groups

select Customize.

SpectraliveDPC Properties

Generall Location  Securty | Endpnintsl Idenlityl

 Launch and Activation Permizzion

' Use Default

Giu;tornize\ Ed... |

21|

—Access Permizsions

" Use Default

Edit...

Tick all the Customize
buttons and then click on the
Apply button.

r— Configuration Permiszion

= Use Default

{* Customize Edit...

\q
_ e |
_ e |

0K I Cancel | Apply
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18. On Launch and Activation Permissions group press Edit

SpectraliveDPC Properties

Generall Location  Securty | Endpnintsl Idenlityl

21|

 Launch and Activation Permizzion
' Use Default

¢ Customize

1
Edi... I

—Access Permizsions

" Use Default

§

Edit...

r— Configuration Permiszion

= Use Default

{* Customize

Edit... |

o]

Cancel | Apply |

19.

Launch Permission

Default Security |

Group or user names:

ﬁi Adminiztratars [TESTOPChWAdminiztrators)

!ﬁ Evervone

| Press the Edit button.

Everyone must be configured
as in the picture.

€7 INTERACTIVE
€7 SYSTEM

Agd.. |

Bemaove |

Permizzionz far Everpone Allow

Derny

Local Launch

If “Everyone” doesn’t exist in
the list click on Add and follow
the steps described above.

|

Remaote Launch O
Local Activation
Femate Activation

aooqao

o]

Cancel

© 2006 VMI AB SWEDEN
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20. On Access Permissions group press Edit.

SpectraliveOPC Properties

Generall Location  Secuity | Endpnintsl Identit_l,ll

r Launch and Activation Permiszion

' Use Default

{* Cugtomize

Edi... |

rAccesz Permizzions

= Use Default

2|

Edit. — =

r— Configuration Permisgion

" Use Default

' Customize

Edit... |

o]

Cancel | Apply |

21.

Access Permission

Default Security I

2]

Eroup or uger names:

ﬁANDNYMDUS LOGOM

j Press the Edit button.

€5 SELF N

€7 SvSTEM

Add... | Bemove |

Permizsions for Everyone Al Deny

Local Access O
Femaote Access |

Cancel

o]

© 2006 VMI AB SWEDEN 18
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22. On Identity tab select the interactive user radio button.

SpectraliveOPC Properties 21|

General | Location | Security | Endpaints  1dentity |

Which uzer account do you want to uze ta run this application’?

Select The interactive user
item and then click on the

= The launching user.

£ This user. Apply button.
zer: I Browsze... |
Bazzword: I

Lonfimm pazswernd; I

£ The system account [services only)!

OF. I Cancel Apply

23. Close the Component Services window.
To enable some RPC Services that are required, enable File sharing Service for at list one folder.

24. Make a folder on your hard disk and name it Public.
25. Click on this folder with the right mouse button and select Sharing and Security item.

Public Properties cd |

General  Sharing | Eustomizel

r— Local sharing and security . .
L@ Toshare this folder with other users of this computer TI_Ck on this square and then
only, drag it ta the Shared Documents folder. click on the Apply button.

To make thiz folder and its subfolders private zo that
only you hawve access, zelect the following check box,

\

= Then click on the OK button
™| (ke thiz folder private ,/I

/

uzers ahd other
the first check box belaw

— Metwork zharing and security

To thare thiz folder with
uzers of thiz com)

and type ame.

[V Ehare this folder on the network:

Share name: IF'uinc:

[ Allow network users to change my files

Learn more about sharing and security. Note!: Use this Setup
i) Windows Firewall is configured to allow this folder to be shared procedure as a baseline for

with other computers on the netwark. establishing CIientlserver

Wiew your Windows Firewall settings

interactions. Then you can
proceed to a “tighten” DCOM
ok ]_ Conce aeely security settings.
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NOTE!: For Windows Server 2003 supplementary settings are also required.
All above settings are almost identically.
For beginning, do the followings:

From “Administrative tools” select “Local Security Policy”.

From the tree select “Local Policies\Security Options”

In the list from the right side of the window select “Network Access: Let
Everyone Permissions apply” to ANONYMOUS Users.

Click right -> “Select Properties” and click on the ENABLED radio button.
Click OK to finish
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